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A.
Confidentiality Notice

This document and the information contained therein is the property of LAUREL BANK SURGERY.

This document contains information that is privileged, confidential or otherwise protected from disclosure. It must not be used by, or its contents reproduced or otherwise copied or disclosed without the prior consent in writing from LAUREL BANK SURGERY.
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Introduction

The General Data Protection Regulations 2018 (GDPR) requires a clear direction on Policy for security of information within the Practice. 

The policy provides direction on security against unauthorised access, unlawful processing, and loss or destruction of personal information. 

The following is a Statement of Policy which will apply:

The Policy

· The practice is committed to security of patient and staff records.

· The practice will display a poster in the waiting room, explaining the practice policy to patients. This information will also be available on the website. 

· The practice will make available a brochure on Access to Medical Records and Data Protection for the information of patients and staff.

· The practice will take steps to ensure that individual patient information is not deliberately or accidentally released or (by default) made available or accessible to a third party without the patient’s consent, unless otherwise legally compliant.  This will include training on confidentiality issues, data protection principles, working security procedures, and the application of best practice in the workplace.

· The practice will undertake prudence in the use of, and testing of, arrangements for the backup and recovery of data in the event of an adverse event.

· The practice will maintain a system of “Significant Event Reporting” through a no-blame culture to capture and address incidents that threaten compliance.

· GDPR issues will form part of the practice general procedures for the management of risk.

· Specific instructions will be documented within confidentiality and security instructions and will be promoted to all staff.

In addition:


· Personal identifiable information is not to be stored on removable devices such as CDs, memory-sticks, floppy discs, external hard-drives, etc. unless it is encrypted

· Data is not to be downloaded or stored on portable media such as laptops, mobile phones, PDAs, etc. unless it is encrypted

· Personal identifiable information is not to be stored on PC equipment in non-secure areas unless it is encrypted.
· Personal identifiable information is not to be sent to a non-NHS mail account

· The transmission or receipt of fax messages is no longer permitted as it poses a data security threat

Storage and Backup

Any data stored on a computer hard drive is vulnerable to the following:

· Loss due to a computer virus.

· Physical loss or damage of the computer, for example:


· Theft

· Water damage

· Fire or physical destruction

· Faulty components

· Software

In particular, there is a risk of breach of confidentiality where a computer is stolen or otherwise falls into unauthorised hands.

The following precautions should be taken:

· Servers should not be used as regular workstations for any application

· Use a shared drive on a networked server for all data wherever possible

· A documented procedure for daily backup of the server will be maintained and a full backup will be taken every working day

· Backups will be stored in a fireproofed data safe

· No patient data will be stored on a PC or other equipment in non-secure areas

· Use a reputable backup validation service at regular, pre-programmed intervals (EMIS).
· Have a minimum five-tape system ensuring that, even if the back-up procedure fails, the loss of data is reduced

· Take extra precautions to protect the server.  Servers should be sited away from risk of accidental knocking, spillage of drinks, leaking pipes, overheating due to radiators and be inaccessible to the public

· Where a PC is standalone, ensure that the hard drive is backed up regularly and any confidential data is password protected

The Practice Manager/Deputy Manager will be responsible for daily monitoring of the back-up and for the security of tapes.  All backup media, including Practice accounts and payroll archive/backups, are to be stored in the fireproof safe in the Practice Manager’s office.
Five backup tapes are available and should be used in daily rotation. The tapes should be renewed every 12 months. In addition, a back-up should be taken at the beginning of each month. 
Each morning the Practice Manager/Deputy Manager will check the backup routine event log:

· Open backup job monitoring on screen

· Check that the event log for the previous night (shown by date) shows 100% with no errors.  If any failure is reported, contact the EMIS support desk.
· Record the date, tape used, tape use count and status and sign the backup tape log (see appendix 1) located on the side of the server cabinet.
· Place the new tape in the tape streamer

· Place the most recent tape in the data safe

All Practice-related non-EMIS work using Microsoft Office applications is stored on the server and is consequently backed up daily on the server.  Practice payroll and accounts data is backed up to the server every time the programmes are access and altered. Confidential personnel files are stored on the server with user restrictions, accessible only to the Practice Manager and Deputy Manager.

In the event that clinical data restoration is required, contact the EMIS support desk for guidance before proceeding further.

In the event of payroll & accounts restoration of data contact Iris Support.

BULK DATA EXTRACTIONS

No bulk extracts or manipulation of data or coding is permitted other than with the prior permission of the Data Controller Jane Heuston.
DATA SAFE 

Backup tapes will be stored in a data safe tested to European Standard EN1047-1. A standard fire-proof safe designed for paper records will not be used as these give inadequate heat protection for tape media which must be kept below 52 degrees C.

The data safe will be sited in an area less likely to be subject to flooding or other hazards.


Protection against Viruses

Data is vulnerable to loss or corruption caused by viruses. Viruses may be introduced from CDROM/DVDROM and other storage media and by direct links via e-mail and web browsing.

The following precautions will be taken:


· Virus protection software will be installed on ALL computer equipment

· The procedure for anti-virus software version control and update is instigated by the CCG and adhered to by the practice.
· Automatic or pre-programmed updates will be at all times for anti-virus software version control and update

· If a virus is found, all activity on the computer should be ceased and the CCG IT Helpdesk should be contacted immediately.
· Software installation will be in accordance with this protocol and only authorised licensed software is to be installed on the organisation’s equipment

· All staff are made aware of data security issues in all IT related protocols and procedures

Installation of Software
Software purchases will be authorised by the Practice Manager who will supervise the loading of the software onto the system or individual PCs in accordance with the software licence.

Staff are prohibited from installing or upgrading personal or purchased software without the written permission of the Practice Manager.
Staff are prohibited from downloading software, upgrades or add-ins from the internet without the written permission of the Practice Manager.

Staff are permitted to receive and open files received in the normal course of business providing they have been received and virus scanned through the standard virus software installed by the clinical system supplier. 

HARDWARE


Staff and contractors are not permitted to introduce or otherwise use any hardware or removable storage devices into the Practice other than that which has been provided, or pre-approved, by the Practice.

The Practice Manager is responsible for ensuring that the Practice has adequate supplies of removable storage media of a type approved for use in the Practice. The use of removable storage media is by authorised staff only.

Removable storage media (including CDs and other similar temporary items) which are no longer required must be stored securely for destruction along with other PC equipment. The Practice Manager will be responsible for the secure storage of these items.

Protection against Physical Hazards

Water

· Check that the PC or server are not at risk of pipes and radiators which, if damaged, could allow water onto the equipment

· Do not place PCs near to taps/ sinks

· Do not place PCs close to windows subject to condensation and water collection on windowsills

· Ensure that the PC is not kept in a damp or steamy environment

Fire and Heat

· Computers generate quite a bit of heat and should be used in a well-ventilated environment.  Overheating can cause malfunction, as well as creating a fire hazard

· Try to place the PC away from direct sunlight and as far as possible from radiators or other sources of heat

· Normal health and safety protection of the building against fire, such as smoke alarms and CO2 fire extinguishers should be sufficient for computers.  If backup tapes are kept on the premises they must be protected against fire in a fireproof safe

· Wiring and plugs are to be checked annually

· Ensure that ventilators on computers are kept clear

· Do not stack paper on or near computers

Environmental Hazards

Computers are vulnerable to malfunction due to poor air quality, dust, smoke, humidity and grease.  A normal working environment should not affect safe running of the computer, but if any of the above are present consider having an air filter.  Ensure that the environment is generally clean and free from dust.

Power Supply

Protect against power surges by having an uninterrupted power supply fitted to the server.

In the event of the premises becoming unusable, a pre-tested ‘IT Disaster Recovery Procedure’ needs to ensure that systems can be run off site, including replacement hardware.

Protection against Theft or Vandalism via Access to the Building

In addition, the following precautions should be considered to protect the building, such as: 

· Burglar alarm with intruder monitor in each room

· Appropriate locks or keypad access only, on all doors

· Seal off separate areas of the building e.g. reception area should have shutters and a lockable door, and all separate rooms should be locked when the building is unoccupied

· Where the building is not fully occupied e.g. during out of hours clinics, only the required rooms and corridors should be accessible to the public e.g. admin areas and consulting rooms not in use to be kept locked

· Ensure there is a clear responsibility for locking the doors and securing the building when unoccupied

· Ensure any keys stored on site are not in an obvious place and any instructions regarding key locations or keypad codes are not easily accessible

· Have a procedure for dealing with unauthorised access during opening hours

· Ensure that there is appropriate insurance cover where applicable

· Do not store patient identifiable information on PC equipment which is not contained in a secure area

· Specific precautions relating to IT hardware are:

· Clearly ‘security mark’ all PCs and all parts of PCs i.e. screen, monitor, keypad.

· Have an asset register for all computer equipment, which includes serial numbers

· Ensure every PC is password protected

Security Updates
The practice patches all PCs and servers over AutoTask Endpoint Management (AEM).  It is all controlled and monitored through AEM and we can also decline patches if needed through AEM. The CCG helpdesk (via Egton) support this for EMIS practices.

Security updates for desktop infrastructure are rolled out alongside Windows patching schedules.  Details are accessible online, or by contacting Egton.  
Mobile Computing

Particular precautions need to be taken with portable devices, both when they are used on site and when taken offsite.

On-site

Laptops, palmtops and any other portable devices are more vulnerable than PCs, because they are easier to pick up and remove and therefore more desirable to the opportunist thief.  It is also less likely, in some circumstances, that their loss will be noticed immediately.  However, because of their size, it is possible to provide extra protection:

· When the device is not in use, it should be stored in a secure location

· Where it is left on the premises overnight, it should be stored in a locked cupboard or drawer

· Where the device is shared, have a mechanism for recording who is responsible for it at any particular time

· Patient or personal identifiable information should not be contained on laptops or other portable devices or removable storage devices

In transit

Computers should not be left unattended in cars.  Where this is unavoidable, ensure that the car is locked and the computer is out ofsight in the boot or at least covered up if there isn’t a boot.

The responsible staff member should take the device with them if leaving the vehicle for any length of time.

Use in a Public Place

· The device should remain with the member of staff at all times

· Care should be taken when using the device that confidential data cannot be overlooked by members of the public e.g. on public transport

Use in a Patient’s Home 
· The device should have a password protected screen saver

· The device should remain with the member of staff at all times

· Care should be taken that confidential data cannot be seen by other members of the family / carers

Use on other premises (e.g. outreach clinic)

· The device should remain with the member of staff at all times

· When the device is not in use it should be stored in a secure location

· Where it is left on the premises overnight, it should be stored in a locked cupboard or drawer

SMARTCARDS

See separate Smartcard Policy. 
Home Working

In some instances it may be appropriate for a member of staff to work at home.  Careful consideration needs to be given to the following issues:

· Will the member of staff be using their employer’s PC or their own?

· Will the member of staff have dial-in access to the organisation’s systems?

· Will the member of staff be using the organisation’s confidential data for work purposes or for the individual’s own purposes (coursework, research, etc.)?

· Does the staff member require separate registration under the Data Protection Act?

Under no circumstances will patient or personal identifiable information be permitted to be removed from the premises in any format without the express permission of the Data Controller. Work at home is anticipated to relate to administration or non-personal information only.

Employee’s own PC without dial-in access

The following should be considered:


· Physical security of the PC – vulnerability to theft or unauthorised access

· Unauthorised access to confidential data by other family members using the computer

· Risk of loss of the data due to viruses, accidental loss etc.

· Back-up of essential data

· Disposal of printouts of confidential data generated at the employee’s home

· Ensuring the data is fully deleted from the computer after use

· Ensuring the employee does not use the data for any purpose other than for that authorised

· If the work is on-going, ensuring that the data is destroyed when the employee leaves employment or replaces their home computer

Employee’s own PC with dial-in access

The following should be considered:

· Ensure that strong authentication is in place

· Ensure that data is not held on the computer hard drive

· Ensure that other modems are not attached to the computer, as this invalidates the organisations “code of connection” and places the systems security at risk

· Disposal of printouts of confidential data generated at the employee’s home

The Practice’s Responsibilities

The Practice must ensure that the employee fully understands all their responsibilities with regard to confidential data.  The employee must sign a written statement of the responsibilities they are undertaking towards the security of the data.

The Practice must ensure that there are arrangements to clear employees’ hard drives of any confidential data as soon as this becomes appropriate.

The Practice must ensure that arrangements are in place for the confidential disposal of any paper waste generated at the employees’ home.

The Practice must maintain an up-to-date record of any data being processed / accessed at an employee’s home, and the purpose for which the employee is accessing the data.  It is the employee’s responsibility to use the data for the purpose intended and no other, and they must be absolutely clear as to what that purpose is.

The Practice must be clear as to when it is passing ownership of data to an individual (e.g. for project work or, research and development) and this should be authorised by the Caldicott Guardian / Data Controller.  The individual may then need to be separately registered under the Data Protect

Legal Obligations

Data Protection Act

Software Copyright

Software is protected by the Copyright, Designs and Patents Act 1988, which state that ‘the owner of the copyright has the exclusive right to copy the work’.

It is illegal to make copies of software without the owner’s permission. Penalties include unlimited fines and up to two year in prison.

Computer Misuse Act

The Computer Misuse Act 1990 established three prosecutable offences against unauthorised access to any software or data held on any computer.

The offences are:

· Unauthorised Access to Computer Material

· Unauthorised Access with intent to commit or facilitate the commission of further offences

· Unauthorised Modification of Computer Material

Key Security Controls

Personal Security

· The Practice Manager will ensure that all permanent, temporary and agency staff sign the Staff Confidentiality Agreement.

· The Practice Manager will ensure that security responsibilities are allocated to staff and written into job specifications and terms of reference.

· Security education and training will be provided to all staff as appropriate to their assessed needs.

Physical Security Control

1.
Principle

Resources associated with information processing, such as offices, computer equipment, communications media and paper-based records shall be protected from unauthorised access, misuse, damage or theft.

2.
Access

· The non-public areas of the practice premises are designated a secure area; visitors are to be escorted at all times.

· In order to prevent unauthorised access during silent hours an alarm system is provided. .
Equipment Security

· All hardware and software assets held by the practice are to be held against a hardware register and be uniquely marked as being the property of Leeds CCG.
· No alteration to the hardware configuration of the system may take place 
without the permission of the Practice Manager. 
· Ongoing maintenance arrangements have been agreed with EMIS Ltd & NHS Leeds. 

A detailed record of faults is recorded on the EMIS ECR tracker and is to be reviewed at regular intervals by the Practice Manager.

· Only approved systems engineers and the CCG’s Health Informatics Service Staff will be allowed access to hardware or software.

· No remote diagnosis or repair services are permitted unless they are over NHSnet or the NHSnet connection is broken. 

· Computer hard discs are not to be removed from the practice premises without the written permission of the Practice Manager. 

· The disposal of any storage media is subject to specific security control. Simple deletion of files is not adequate and the advice of NHS Leeds Health Informatics Service is to be sought before any disposal.

Internal Security Control

1.
Principles

All information shall have an official owner who will be fully accountable for its protection and who will be responsible for:

· Assigning a security classification where appropriate.

· Defining who is authorised to access the information on a need-to-know basis.

· Assessing the risks to the security of the information and the impact of its loss, for both short and long periods.

· Employing suitable measures to reduce risks.

· Ensuring that equipment is only utilised for practice business.

· Ensuring that information is authentic, correct, complete and auditable.

· Ensuring that information is backed up regularly and at a frequency commensurate with its usage, and is validated in line with the recommendations laid down by NHS Leeds.

· Safeguarding and retaining all practice records.

· Ensuring that information exchange with external organisations within or without the NHS does not compromise the confidentiality of sensitive information, nor does it increase the risk of data corruption.

2.
Security Incidents and Reporting

A security incident is defined as any event that could result or has resulted in:

· The disclosure of confidential information to any unauthorised individual.

· The integrity of the system or data being put at risk.

· The availability of the system or information being put at risk.

· An adverse impact, for example:

· Threat to personal safety or privacy.

· Legal obligation or penalty.

· Financial loss.

· Disruption of activities.

· Embarrassment to the practice, CCG and the NHS.

· All incidents or information indicating a suspected or actual breach of security must be reported immediately to the Practice manager.

· The types of incidents that can result in a breach of security are many and varied. Their severity will depend upon a myriad of factors but the majority will be innocent and unintentional and will not normally result in any form of disciplinary action. The likely result will be improved security and awareness throughout the practice.

· Any unusual incident must be reported to the Practice Manager who will maintain a record of incidents. 

If an incident is considered to be significant, the Practice Manager is to be informed. Any incident where the security of NHSnet is at risk is to be notified to the CCG’s Health Informatics Service (HIS) Information Governance Manager.

· Any member of staff reporting a breach of security will have unhindered access to the Practice Manager.

If that member believes the breach is as a result of an action or negligence on the part of the Practice Manager then the member shall contact  Dr N. Bukhari – Partner & Caldicott Guardian.

3.
Virus Protection

· A computer virus is a computer program, which ‘infects’ (modifies or attaches itself to) other computer programs. 

It then replicates itself and when a set of conditions arises it performs its intended function. This can range from a silly message to the destruction of the complete data holding of a system.

· A constantly running anti-virus software package has been provided and set to auto update latest virus signatures. 

This does not absolve users from specifically checking any externally sourced disc for viruses before downloading any data or application.

4.
Passwords

Passwords are an effective security measure only if they are properly constructed and kept secret. Partners and staff will follow the following routines for password management.

All users should have an individual user name for logon.

· Users are to change their password at any time that they feel their password has been compromised.

· Passwords should be given values that are not associated with personal characteristics, (e.g. children’s names, telephone numbers, car registration numbers etc.) 

Simple and obvious strings of characters and numbers should not be used. It is recommended that a combination of alphabetic, numeric, upper and lower case and system characters be used.

· Passwords should not be written down except as possible reference by the Practice Manager under strict security control.

· Passwords are not to be revealed to or shared with other users.

5.
System Access Controls

No terminal of PC is to be left logged on and unattended. Users leaving their workstation are to remove their smartcards & log off the system, or change user, to prevent unauthorised access.

6.
Service Continuity Planning

Disaster Recovery and Service Continuity Contingency plans are produced to ensure continued service.

External Security Control

1.
General

Any person not directly a member of the practice team is to be considered ‘external’.

2.
Information Exchange

The exchange of information with, and between, other organisations shall take place within formal arrangements that reflect the legal requirements and the sensitivity of the information.

3.
NHSnet

· The NHSnet provides NHS wide networking facilities allowing the secure transmission of data and messages between NHS organisations that abide by the NHS Networking Security Policy. 

Implementation of that Policy and the NHS communal security undertakings detailed in the NHSnet Code of Connection have been accepted by the practice and copies are available in the library for information purposes.

· Throughout the NHSnet connection the practice has access to e-mail and EDI services (within and without the NHSnet), NHSweb and Internet World Wide Services. 

Users must note that the internet consists of uncontrolled, unmanaged and largely unsupported world-wide networks and is a source of much valuable information, not least in the area of Healthcare. 

However, it is also an unrestricted source of much illegal and illicit material. Additionally, it has a large recreational attraction.

· Whilst the access point to the Internet from NHSnet is by way of a secure gateway, once users have affected access to the Internet they are totally responsible for the management of the security aspects of their actions.

· Practice Policy for internet and e-mail use is as follows:

· Internet and e-mail services outside NHSnet are available to staff for communication and research purposes, but use of social media sites are not permitted unless for the purposes of their job.

· No illicit or illegal material will be viewed / downloaded or obtained via the Internet or e-mail.

· Any material downloaded must be virus checked immediately by the user.

· The user will make their system available at any time for audit by the Practice Manager, the relevant Audit Authority or representatives of NHS Telecommunications Branch.

· Breaches of security, abuse of service or non-compliance with the NHSnet code of connection may result in the withdrawal of all Internet services to the user.

· Inappropriate use of the Internet will result in disciplinary action and may ultimately lead to dismissal. It may also be necessary to proceed with criminal charges depending on the nature of the incident.

This policy will be reviewed annually to ensure any new risks due to technological changes are identified.
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APPENDIX 1 - TAPE BACK-UP SCHEDULE
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DATA PROTECTION ACT   


PATIENT INFORMATION








We need to hold personal information about you on our computer system and in paper records to help us to look after your health needs, and your doctor is responsible for their accuracy and safe-keeping.  Please help to keep your record up to date by informing us of any changes in your contact information or circumstances. 





Doctors and staff in the practice have access to your medical records to enable them to do their jobs.  From time to time information may be shared with others involved in your care, if it is necessary.  Anyone with access to your record is properly trained in confidentiality issues and is governed by both a legal and contractual duty to keep your details private.





All information about you is held securely, and appropriate safeguards are in place to prevent accidental loss.





In some circumstances we may be required by law to release your details to statutory or official bodies, for example if a court order is presented, or in the case of public health issues.  In other circumstances you may be required to give written consent before information is released – such as for medical reports for insurance, solicitors, etc.





To ensure your privacy, we will not disclose information over the telephone or fax unless we are sure that we are talking to you. Information will not be disclosed to family, friends, or spouses unless we have prior written consent, and we do not leave messages with others.





You have a right to see your records if you wish.  Please ask at reception if you would like further details.  An appointment will be required.  In some circumstances a fee may be payable.














Data Security Protection Policy

